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How to design effective, risk-driven onboarding flows

Customers expect to be able to open accounts in minutes, with a seamless and intuitive onboarding experience. 
This is the first interaction a customer has with your product, so the onboarding process must be quick and 
simple - the perfect representation of the customer’s interaction with your product going forward. 

For firms, the onboarding process also needs to capture all of the information required to assess the risk of the 
customer and ensure you are comfortable with that risk. Some checks are required by regulations, whilst others 
can be deployed on a risk-based approach. The key is to get the balance right between hard-and-fast regulatory 
compliance and deploying enough checks to satisfy your risk appetite. 

This paper breaks down why and, most importantly, how to build an effective onboarding flow with the right type 
and right number of onboarding controls. Practical insights from a short survey with a small number of FinTechs 
across the FinTech FinancialCrime Exchange are provided throughout this paper.

Why?

Regulatory compliance
There are a basic set of onboarding checks that firms must conduct, depending on their regulatory status, 
product and jurisdiction. 

Global standards
Global standards for onboarding and customer due diligence (‘CDD’) stem from the Financial Action Task 
Force (‘FATF’) recommendations. FATF is the global, inter-governmental standards setting body for anti-
money laundering and terrorist financing.  

Whilst each country may determine how it imposes specific CDD obligations, the basic CDD measures to be 
taken by financial institutions at onboarding are as follows1: 

(a) Identifying the customer and verifying that customer’s identity using reliable, independent source documents, 
data or information. 

(b) Identifying the beneficial owner, and taking reasonable measures to verify the identity of the beneficial 
owner, such that the financial institution is satisfied that it knows who the beneficial owner is. For legal 
persons and arrangements this should include financial institutions understanding the ownership and control 
structure of the customer. 

(c) Understanding and, as appropriate, obtaining information on the purpose and intended nature of the business 
relationship. 

The FATF states explicitly that financial institutions should use a risk-based approach to determine the extent 
of measures taken to meet the above recommendations. 

1 FATF Recommendations 2012, Recommendation 10.
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Jurisdictional differences
Application of the FATF recommendations differs across jurisdictions. Whilst overarching aims and basic CDD 
checks remain the same, there are slight differences in data collection or verification requirements that must be 
considered when building onboarding flows. 

For example, in many European countries the name and date of birth of a customer must be collected and 
verified. In comparison, in the US and the UK the name of the customer is a requirement and either a date 
of birth or address must be verified. Germany and Luxembourg also require video identification if conducting 
non-face-to-face electronic identity verification instead of a selfie or static image. In Singapore, firms are 
also required to independently audit any e-KYC technology used to onboard customers without face-to-face 
interaction. 

When building onboarding flows, firms must, therefore, be aware of their specific jurisdictional requirements 
and factor these into the design process. 

UK requirements
In the UK, all entities regulated by The Money Laundering, Terrorist Financing and Transfer of Funds (Information 
on the Payer) Regulations 2017 (‘MLRs 2017’) must complete the following checks when onboarding individuals 
as customers2:

(a) identify the customer unless the identity of that customer is known to, and has been verified by, the relevant 
person;

(b) verify the customer’s identity unless the customer’s identity has already been verified by the relevant person; 
and

(c) assess, and where appropriate obtain information on, the purpose and intended nature of the business 
relationship or occasional transaction.

For corporate customers, there are additional requirements to identify both the corporate entity itself (name, 
registration number and address), as well as the beneficial owner, directors and/or persons with significant 
control. There are also some nuances around verification requirements according to ownership stake and control 
or access to the account. 

Importantly, the MLRs 2017 also state that the onboarding check must be risk-based. Onboarding controls3:

(a) must reflect—
(i) the risk assessment carried out by the relevant person under regulation 18(1);
(ii) its assessment of the level of risk arising in any particular case;

(b) may differ from case to case.

2 The Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations 2017, 28.2.
3 Ibid, 28.12.a-b.
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These requirements are relatively similar throughout Europe, as they derive from the European Money 
Laundering Directives, although there are some differences that firms may need to assess depending on your 
operating jurisdiction. 

Operational benefits
Whilst a risk-based onboarding flow is a basic regulatory requirement, it also offers many operational benefits, 
including (but not limited to):

Streamlining resources to 
prioritise areas of highest 

risk

Fewer manual reviews for 
operational teams Potential cost reductions

More useful screening hits

Fewer outputs or alerts 
from screening tools with 
risk based configuration

Operational time saving
Reducing the number 

of checks for lower risk 
customers

Where to start?

Whether building an onboarding process from scratch or refining existing processes, it can be difficult to know 
where to start. This section offers some basic, practical guidance to get started.

Step number one should be identifying your regulatory minimum standards. The regulatory requirements must 
be met first and foremost. 

Step number two should be reviewing your enterprise-wide risk assessment (‘EWRA’) for financial crime. If you 
are building a new onboarding flow, you should look at your EWRA to identify where your inherent financial 
crime risks are and what controls are needed to mitigate these. Some example questions to consider:

• What are your core financial crime risks that need mitigating at onboarding? 
• What are your core financial crime risks that you want to avoid?
• What are your core product-related risks that could be mitigated at onboarding?
• What core risks are presented by your customer base, client types and geographies?

If you are refining an existing process, use the EWRA to look for gaps or weaknesses in the controls you are 
deploying. Some example questions to consider:

• After deploying your current controls, what are your residual risk ratings? Are there any high-risk areas that 
need improvement?

• Has your product offering recently changed with any new risks that need mitigating at onboarding?
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• Has your customer base changed with new client types bringing new risks?
• Has your operation extended into new jurisdictions with enhanced risks?

Step number three is to assess your product and look for any other types of risks that might need to be 
incorporated into your onboarding process. For example, if you are offering a lending product, you might want 
to consider a soft credit check toward the start of your onboarding process to filter potential customers upfront 
based on their credit eligibility. This assessment will be bespoke to each product offering.

Three example onboarding flows

Once you have started designing, building or refining your onboarding flow, there are a large number of different 
controls or checks that you could deploy - with an ever-expanding set of tools available to support. 

Below are three examples of the types of onboarding flows and controls that could be deployed for products 
with differing levels of risk. There are innumerable risk variables that have not been captured in these scenarios, 
but these examples are designed to provide a basic understanding and comparison of the different types of 
onboarding flows that could be deployed. All three are for onboarding private individuals only. 

The three scenarios are:
Low Risk

Children’s prepaid card (subject 
to strict controls on spending 

limits and access).

Medium Risk
UK-based personal banking product 
with cross-border payments to the 

U.S. and EU. 

High Risk
Banking and payments product 
head-quartered in the UK, with 
licensed subsidiaries in other 
jurisdictions, operating in the 
international payments and 
investments space - including 
both traditional stocks and crypto.

User sign-up 
(inserting basic 

Personally 
Identifiable 

Information or ‘PII’)

1 42 53 6

Anti-fraud 
checks

Identity 
verification of 

the adult

Screening 
(PEPs and 
sanctions)

OnboardingCustomer risk 
assessment (any 

high-risk customers 
not within risk appetite 

and are rejected)

Onboarding flow - low risk product
For the Low Risk scenario, the following onboarding flow could be considered:
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Onboarding flow - medium risk product
For the Medium Risk scenario, the following onboarding flow could be considered:

The customer now has access to basic account functionality, including the children’s prepaid card. Additional 
checks might then be considered before the customer could access more risky products.

FFE Insights

45% of respondents said they also deployed two-factor authentication for low risk products, despite it not 
being a regulatory requirement. 

56% of respondents said they also conducted enhanced ID&V checks with liveness checks for low risk 
products.

User sign-up 
(inserting basic PII)

1 42

5 6 7 8

3

Two-factor authentication 
(e.g. phone verification 

via SMS), also capturing 
location code of the 

customer’s phone number

Anti-fraud checks Identity verification

Screening (PEPs 
and sanctions for 

all customers, plus 
adverse media for 

high-risk customers)

Additional document and/
or enhanced due diligence 
(‘EDD’) checks for high-

risk customers, for example 
address validation or proof 

of residence checks 

Final risk score 
and onboarding

Customer risk 
assessment
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The customer now has access to all personal banking account functionality. Additional checks might then be 
considered after the onboarding process before the customer could access different products; for example, 
credit checks for a lending facility. 

Onboarding flow - high risk product
For the High Risk scenario, the following onboarding flow could be considered:

User sign-up 
(inserting basic PII)

1 42

5

9

6

10

7 8

3

Two-factor authentication 
through device fingerprint 
/ machine fingerprint, also 

capturing location code of the 
customer’s phone number, age 

of the customer’s phone number 
and device/IP address checks

Anti-fraud checks Identity verification 
(including liveness 

check)

Customer risk 
assessment

Final risk score and 
onboarding

Screening (PEPs and 
sanctions for all customers, 

plus adverse media for 
high-risk customers)

Additional document 
and/or enhanced due 
diligence checks for 
high-risk customers

Deterrmining account 
use and investment 

qualification questions

Open banking micro 
deposit (another, existing 

bank account in the 
customer’s name is checked 

with a micro-deposit) 
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The customer now has access to all personal banking, payments and investment functionality. Transaction 
monitoring and ongoing customer monitoring controls will be vital in this scenario, to make sure payments and 
investments remain in line with the stated purpose of the account. 

When to risk assess customers

Assessing the risk associated with an individual customer is a regulatory requirement and an essential part 
of effective customer due diligence. Understanding the risk associated with a customer will facilitate the 
deployment of mitigating controls where they are most needed - in the higher-risk situations. 

However, there are many questions about the best time to run a customer risk assessment during an onboarding 
flow. 

The default has traditionally been to do this at the end of the onboarding flow, once all the information has 
been collected. The problem here is that, if a customer is rated as high risk, additional checks may be required 
at this stage. This often requires the customer to pause or re-enter the onboarding flow and potentially 
involves manual interaction with the customer at the end of the onboarding process. This can negatively impact 
customer experience. 

Alternatively, firms are increasingly looking to a more agile onboarding journey that flexes with dynamic 
risk assessment. The ideal onboarding flow would facilitate ongoing customer risk assessment taking place 
throughout the process, as different checks are undertaken, so that lower-risk customers are automatically 
sent down an onboarding journey that is shorter and involves fewer checks, whilst higher-risk customers are 
automatically subject to additional checks.

On the flip side, firms could also consider deploying a straightforward onboarding flow with minimal checks 
(whilst still meeting regulatory requirements), but limiting the functionality on the account. This could include 
strict limit or product controls that, once breached, trigger further due diligence and dynamic risk assessment. 
This option provides for a simple start to onboarding, with enhanced due diligence applied later as higher risk 
products or services are released and the customer continues to be dynamically risk assessed as a result.   

This dynamic risk assessment requires careful modelling and ultimately depends on the system functionality, 
however it can both improve customer experience and streamline operational resources. 

FFE Insights

67% of respondents said they risk assessed customers on a dynamic basis throughout the onboarding flow.
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What about your product?

Designing an effective, risk-driven onboarding flow is challenging. 

FFE Insights

56% of respondents said improvements were still needed in their onboarding flows to get the balance right 
between risk mitigation and operational effectiveness / user experience. 

This paper has discussed different risks and types of products, offering three potential onboarding flows to 
mitigate these risks.
 
However, these onboarding flows are only three static examples. There are a multitude of factors that have not 
been considered here and unfortunately do not neatly fit within simple low/medium/high buckets. Each firm will 
have their own risks, requirements and tools that may fall both in lower- and higher-risk buckets.

FFE Experiences Implementing Onboarding Flows

EU-based FinTech
“Make sure to implement from the start a way to categorise and keep data on your clients easily accessible 
and sortable”

France-based e-Money Wallet
“Understanding well the overall risk profile (product, client) and building the right rules with the right 
product”

Singapore-based FinTech
“ID&V is never easy. Each country has its nuances which we have to be mindful of.”

Whilst every firm is different, all firms can start the journey to an effective risk-based onboarding flow by 
considering these basic questions: 

• What are your basic regulatory requirements?
• What are your risks?
• What are the specifics of your product?
• What are your operational limitations - and your opportunities?
• What can actually be implemented on a practical basis?

Please contact FINTRAIL or Jumio to discuss any of the core themes highlighted in this white paper. 

?
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The FFE brings together a global network of FinTechs to collaborate on best practices in financial crime risk 
management. By sharing information on criminal typologies and controls, members help to strengthen the 
sector’s ability to detect and counter the global threat of financial crime. The FFE was established in January 
2017 by FINTRAIL and the Royal United Services Institute (RUSI), and its members meet regularly to discuss 
these topics and share information and insight on an ongoing basis. The global scope of financial crime and 
the shared threats faced by all major FinTech hubs particularly underscore the need for a global FFE network, 
which will give its members not only a trusted place to exchange information, but also access to an increasingly 
far-reaching network of resources and perspectives. Discover more at www.fintrail.com/ffe

When identity matters, trust Jumio. Jumio’s mission is to make the internet a safer place by protecting the 
ecosystems of businesses through a unified, end-to-end identity verification and eKYC platform. The Jumio 
KYX Platform offers a range of identity proofing services to accurately establish, maintain and reassert trust 
from account opening to ongoing transaction monitoring.

Leveraging advanced technology including AI, biometrics, machine learning, liveness detection and automation, 
Jumio helps organizations fight fraud and financial crime, onboard good customers faster and meet regulatory 
compliance including KYC, AML and GDPR. Jumio has verified more than 400 million identities issued by over 
200 countries and territories from real-time web and mobile transactions. Jumio’s solutions are used by leading 
companies in the financial services, sharing economy, digital currency, retail, travel and online gaming sectors. 
Based in Palo Alto, Jumio operates globally with offices in North America, Latin America, Europe and Asia Pacific 
and has been the recipient of numerous awards for innovation. Jumio is backed by Centana Growth Partners, 
Great Hill Partners and Millennium Technology Value Partners. For more information, please visit jumio.com 

At FINTRAIL we are passionate about combating financial crime. We are unique in that our team of experts are drawn 
from the industries we support and have deep hands-on experience in developing and deploying risk management 
controls from leadership roles with leading FinTechs, RegTechs and banks including Monzo, Stripe, Standard Chartered 
Bank, World First, Satispay, HSBC, Wells Fargo and Deutsche Bank. This experience grounds us, ensuring we offer 
our clients pragmatic solutions to the most complex challenges. The work we do in support of the global FinTech and 
financial service industry is intrinsic to our DNA but we are increasingly partnering with clients to apply that expertise 
and knowledge to wider regulated and non-regulated sectors. Our goal is to ensure our clients can thrive, free from 
the negative impacts of financial crime. Our approach is tailored to the unique circumstances of each client, is data 
and technology driven, and is focused on providing excellent customer outcomes. Discover more at www.fintrail.com
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